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Cyber Strong Schools Project Summary
This project summary describes a three phase study inclusive of students, staff, and stakeholders from WA
schools and education sectors. The following diagram outlines the overview of the project detailing a description
of each of these stages and the progress to completion for each stage.

THREE-STAGE DESIGN OF THE CYBER STRONG SCHOOLS PROJECT

Stage1

Stage 2

Stage 3

• Capacity Needs Assessment and Capacity Building Strategy Development: September 2012 to April 2013
•Build partnerships with key stakeholders: Key stakeholder interviews and focus groups.
• Delphi Process with stakeholders through online survey to validate identified gaps and opportunities.
• Focus groups with students, pastoral care and teaching staff to inform and refine resource development.
• Utilise information gathered to develop strategies and resources to promote staff capacity building.
• Work with IT specialists to build and load 'e-learning' modules.

•Capacity Building Dissemination: May to July 2013 (School Term 2)
•Dissemination of the pilot resources to project coordinator in each school.
•Project Coordinator in each school provides selected modules to interested and relevant school staff to pilot
test, review and provide feedback through focus groups or survey monkey.
• Self-nominated staff may avail of an information presentation regarding the resource, its content, target
audience and requirements of staff who agree to pilot test the resource.
•Collaborate with stakeholders, sector representatives and educators regarding resource content.
•Maintain work with web design team to build and load 'e-learning' modules.

•Capacity Building Dissemination and Pilot Evaluation: July 2013 to October 2013 (School Term 3)
•Review feedback received from pilot and incorporate recommendations into design.
• Identify key content for hard copy support resources- prepare in PDF form online.
• Engage sectors (DOE, CEO, AISWA), educators, key stakeholders and the funding body by conducting a
presentation to launch the online resources.
•Disseminate resource through presentations, email resource link and project summary to key stakeholders
and present the project findings and the resource design in peer reviewed publications.
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Outcomes of the Cyber Strong Schools’ Project

Stage 1
Consultations with key stakeholders and focus group discussions with school staff and students has
supported identification of critical success factors required to build the capacity of school staff to actively
engage in the positive uses of social media and associated mental, emotional health. These discussions
have resulted in a focussed and informed approach towards developing a capacity building framework
and delivery mode for school staff. Findings from these consultations identified social networking as a
priority area for teachers with little experience with technology. To address this deficiency, the current
project has focused the resource repository development in this area namely positive use of social
networking.
Discussions with school staff and students clarified issues or challenges related to social networking, staff
needs when interacting informally and formally with young people on this topic and their provision of
support for students when social networking. These findings formed the basis of the topics to be covered
in the teacher training resource and have been categorised to include modules focusing on developing
personal knowledge and skills when interacting with young people on this topic, a whole school
policy, legal issues, professional conduct, and practical application of knowledge in the classroom
through teaching and learning and the final section addressing the role of student cyber leaders in the
school. Finally, data collection informed the delivery of this training package to include several key
elements (for example 3-5 minute video clips, PDF's, classroom application ideas) presented online and
supported by a paper based overview for ease in accessing the resources and maintaining updates.

Stage 2
Once the data collection in stage 1 was completed, the project team synthesised the information gathered
and produced the material that would be included within the four modules: Developing Personal
Knowledge, Whole School Policy, Professional Conduct and Teaching and Learning.
During this phase, the project was successful in obtaining Department of Education ethics approval and
government schools were invited to participate in the pilot stage of the project. These capacity building
modules were provided to interested school staff through the nominated coordinator in each school. Staff
willing to use the module were asked to provide feedback on the quality, relevancy, feasibility and
usefulness of the online resources for them and other school staff. Extensive consultations with the web
design team continued to ensure the content was continuously updated to include the feedback from the
pilot. Stage 2 of the project also included working closely with the key stakeholders in the WA DOE,
DEEWR, WA Catholic Education Office (CEO), and AISWA, to consider and identify current practice gaps
in efforts to address student behaviour using social media and teacher capacity to meet students’ needs.
The development of this resource followed an active consultation process to ensure it was consistent with
the implementation of the National Education Agreement, especially the Teacher Capability strand that
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promotes the need for teachers to have the skills and tools to design and deliver programs that meet
students’ needs and harness the benefits and resources for the digital revolution.
The four modules designed are detailed further below:
i.

School staffs’ personal knowledge and skills - This module contains the background
information to develop the personal knowledge and competencies of school staff to assist them
in supporting young people to engage safely when social networking;
http://friendlyschools.com.au/cyberstrong/2.-developing-personal-knowledge

ii.

Whole-school level policy - This module addresses actions a school can take at a wholeschool level to encourage and enable students’ positive use of social networking sites and to
help school staff responds to social networking problems that affect student learning, including
online duty of care and legal issues for schools. Policies related to social networking are
presented from each sector, supported by policy examples and case studies to help schools
consider practical actions they can take to address social networking use by students;
http://friendlyschools.com.au/cyberstrong/3-whole-school

iii.

Professional conduct when interacting online - This module addresses professional challenges
educators may face as they interact with social media in a professional and personal capacity and
references teaching standards for clarity and guidance about the roles and responsibilities of staff
when using these technologies. http://friendlyschools.com.au/cyberstrong/4-professionalconduct

iv.

Teaching and Learning capacity through social networking - This module provides background
information to develop an understanding of students’ use of social media using video clips of
young people discussing their online use. This section also references recent reports on young
Australians’ experiences with social media and provides links to useful websites for classroom
practice and further information. http://friendlyschools.com.au/cyberstrong/5-teaching-andlearning

v.

Student leadership opportunities - This component contains a student leadership package aimed
at skilling young people to become leaders in their school to reduce cyber related harms. This
resource is supplemented with guidelines for school staff to encourage and support student
leaders and school case studies to provide practical suggestions for implementation. This student
leader component was developed independent of this project but presented an ideal opportunity
to complement the staff capacity resource with approaches to engage young people as cyber
leaders in schools. http://friendlyschools.com.au/cyberstrong/6-developing-student-cyberleaders-capacity
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CONCEPTUAL DIAGRAM OF THE CYBER STRONG SCHOOLS RESOURCE
What is social networking?

2
Developing
Personal
Knowledge

Types of SN sites and those commonly used

Digital reputation and cybersafe practices

School policies for social networking
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Scenarios: professional boundaries
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Stage 3
In Stage 3, both qualitative and quantitative data collected from school staff and stakeholders was used
to revise the resource. Content to be included in downloadable PDF’s were prepared and embedded
into the web modules. The figure below clearly details the positive impact of providing school staff with
the opportunity to offer feedback on the quality, relevancy, feasibility and usefulness of the online
resources and the contribution this feedback had on the design and content of the modules.
SUMMARY OF RECOMMENDATIONS FROM SCHOOL STAFF PILOT AND DEGREE OF
IMPLEMENTATION
Not Incorprated
•Cyber champion (changes not made because already addressing in teacher resource)
•Checklist or timeline for implementation (changes not made because inappropriate to direct
teachers use)
•Primary school Cyber Leader resource (Changes not made because focus was on secondary)
Partially Incorprated
•Insert section on cyber bullying
•Provide more examples of whole school policies (two example s currently online, more being
sourced)
•Include a PDF for turning on and off ‘anonymity’ (link provided)
Completly Incorporated
•Module checklist
•Site Map
•PDF step-by-step guides
•Addition of aims and goals for the webpages
•Ease of use, Navigation
•Make the module ‘Developing Personal Knowledge’ accessible to parents (Online)
•Module review by lower technologically skilled staff (online feedback form provided)
•Use of images for example screenshots to assist understanding for step by step guides
•Present the content online, paper document is difficult to keep updated
•PDF of useful information for example Policy Guidelines

Once the pilot review was completed and final amendments were made to the online content, a launch
of the website was conducted on 22 October 2013 to present the resources to interested stakeholders
including policy makers and practitioners. Following from the launch, the pilot project summary and
findings were disseminated to key stakeholders and sectors.
The final web e-learning program is designed to support school staff in an ongoing manner to enhance
their social networking knowledge and skills. The media communication and resource dissemination will
endeavour to accommodate those in more remote areas to promote the readily accessible online
research and knowledge. Ongoing consultations with Corporate Media have identified further media
opportunities to generate awareness of the resource and content. The project aims, findings, outcomes
and recommendations are also being prepared for peer-review publications.
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