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GUIDELINES FOR STAFF USING
SOCIAL MEDIA AND OTHER
APPLICATIONS
Social media or social networking are terms for
online services and tools used for publishing,
sharing and discussing information.
The Department of Education recognises that
you may use social media in your personal time
during authorised breaks or outside of working
hours, and these guidelines outline the
Department’s expectations.
However, you should recognise the potential for
damage to be caused, either directly or
indirectly, to the Department through personal
use of social media. You should be aware of
the risks and ensure that any risk of damage or
detriment is minimised. You are responsible for
the content you publish from your social media
platform.

Background
Members of school staff are subject to a level of
public scrutiny over and above most other
public sector employees because of their work
with children. For many of you, web-based and
other electronic communications are an
essential part of your social and professional
lives. These applications pose professional,
privacy and security challenges. Of particular
concern is the ease of which professional
boundaries can be breached during any
staff–student interaction.
Significant risks may be involved when using
these technologies.
These risks are
irrespective of using social media during or
outside of working hours, who you are
contacting and wherever the subject matter can
be connected with the Department.

The use of applications such as the internet,
web-based communications and engaging in
social media activity are governed by the
Department’s policies and Code of Conduct.
State
and
Federal
legislation
and
Commissioner’s Instruction No. 7 - Code of
Ethics are also relevant. It is incumbent on all
staff to observe and comply with these
obligations.
These guidelines provide advice on using:
• social networking sites such as facebook,
MySpace and Twitter;
• social media sites like YouTube, Flickr and
Pinterest;
• internet telephony technologies including
Skype and chat rooms; and
• communication technologies such as SMS,
MMS and video calling.

Your Guidelines
These guidelines also outline the professional
boundaries to protect you and your students
from potential misinterpretation of the staffstudent relationship; and are relevant to all
interaction between you and your students at all
times, both during and outside of working
hours, and wherever a staff-student relationship
exists.
You should always conform to the professional
boundaries of staff-student relationships. This
includes social interaction using electronic
devices and through all social networking sites.
As a general rule, communication must not
occur with students using a computer, personal
or Departmental mobile phone or by any other
electronic means unless:
• it is justifiable and in an educationally valid
context;

• prior approval has been given by the
principal/line manager; and
• a record of the approval is kept by the staff
member concerned and their principal/line
manager.
Furthermore you should not engage in social
interaction with students through social
networking sites unless there is an
educationally valid context in doing so, and
the above conditions will still apply. In the
event of a complaint or allegation being
received by the Department, the responsibility
will be on you to demonstrate that the use was
appropriate and met your ethical, legal and any
duty of care obligations.
These guidelines similarly apply to instances of
staff to staff interaction or between staff and
parents or other members of the community
where risks exist on breaching confidential
information requirements when using social
media.
Online awareness should always be a critical
factor whenever staff mix their work and
personal lives.
The lines between your
personal and professional lives can be blurred
in online social networks; as are what might be
considered ‘public’ versus ‘private’ boundaries.
Your role with the Department creates an
association between what you say online and
the Department itself.
It is therefore vital to ensure all material you
publish on social media is respectful of all
individuals and the Department and/or specific
social media site. Also, take care to not publish
any material that is offensive, pornographic,
obscene, defamatory, threatening, harassing,
bullying, discriminatory, hateful, racist, sexist, or
breaches copyright or a Court Suppression
order, or is otherwise unlawful. Such instances
of social media misuse can be deemed
misconduct and may result in disciplinary
action.

Use of Communication Technologies
Legitimate Use
You have legitimate reasons to use
communication technologies as part of teaching
and learning programs such as:
• communicating by email with parents and
students about student assignments and

progress. In order to be transparent and
accountable for communications with
students and parents, you and your students
should only use Department email
addresses
(e.g.
Jo.Bloggs@student.education.wa.edu.au)
• creating applications such as web pages and
blogs as part of the teaching program. You
need to ensure you:
 obtain school approval for use of the web
page or blog
 obtain informed parent/guardian consent
for students to use the technology
 provide
parents/guardians
with
information explaining how the technology
works
 reach agreements with parents/guardians
covering the use of social media both at
home and at school including an
understanding of potential risks
 provide
opportunities
for
parents/guardians to experience social
media.
• studying social media as texts in learning
areas such as English and media studies.
Here the focus of social media is on the
learning rather than just being the means to
achieve the learning.
Examples might
include the impact of Twitter on the formation
of public opinion or the rapid transmitting of
news images by mobile phones around the
world in seconds.
The competent and effective use of these
technologies by students is now firmly on
school curricula. Educational outcomes include
preparing students to take their place in a
modern technological workforce and being able
to interact socially with their peers and the
wider community.
In using these legitimate applications, you must
not place yourself or your students at risk. The
context, purpose and potential impact of using
these
applications
should
always
be
considered. In brief, you must maintain a
professional tone in all communications with
students and these technologies should only be
used for teaching and learning programs, and in
accordance with school and/or Department
policies.

Non-legitimate Use

Key Risk Areas

Your overarching obligations for engaging in
ethical, professional and appropriate behaviour
between staff members, and wherever a staffstudent relationship exists are variously
governed by legislation, codes, standards,
policies and guidelines, and can remain
relevant when using social media outside of
school hours. Examples of these obligations
are:

Many social networking technologies can create
a false sense of anonymity. Web socialising in
particular encourages high levels of familiarity
which may result in the blurring of professional
boundaries. Risks include:

• Code of Conduct
• Commissioner’s Instruction No. 7 – Code of
Ethics
• Staff Conduct and Discipline policy
• Workplace Bullying policy
• Equal Opportunity, Discrimination and
Harassment policy
• Occupational Safety and Health policy
• Child Protection policy
• Students Online policy
• Student Behaviour policy
• Duty of Care for Students policy
• Australian Professional Standards for
Teachers
Therefore in general terms when using social
media, you must not:
• engage in private live chat conversations on
the Internet with students (e.g. facebook,
SMS);
• exchange personal mobile phone numbers
with students;
• correspond with students using personal
email addresses e.g. Hotmail and Yahoo;
• engage in any online communication with
students of a personal nature;
• invite or have students included as ‘friends’
on your personal/private social networking
sites, or accept students as ‘friends’ from
other social networking sites;
• take photographs or videos of students
without parent/guardian consent;
• take photographs or videos of students for
non-school purposes;
• send or exchange images or videos of
school staff, students or any aspect of school
operations without authorisation or approval;
or
• download and store inappropriate images or
other inappropriate material on Notebook for
Teachers laptop computers outside school
hours and off school sites.

• Inadequate privacy settings
Failing to establish adequate privacy settings
on your personal/private sites can lead to
loss of your control of information/material
that has been published. Once published, it
is potentially there forever, even if your
privacy settings are such that access is
limited. The privacy policy of a social media
site can easily change without your
knowledge.
• Allegations of teacher misconduct
This may involve inappropriate contact with
students or inappropriate conduct outside of
school hours.
• Unauthorised
sharing
of
official
information with students
This might include disclosing the personal
home circumstances of another student, for
example:
 where the parents are separating
 when financial difficulties are being faced
by the parents of another student
 when a particular student has an illness
which has to be managed carefully by the
school.
• Inadequate supervision of students
online
This may result in cyber bullying or access to
inappropriate material.
• Publishing information or material by
staff
This may include images captured during
social functions outside of school hours that
could impact on a staff member’s
professional standing as an employee of the
Department.
• Appropriate storage and transmission of
still and video images
This may include, for example, confiscating
student mobile phones for ‘sexting’ or
videoing
schoolyard
fights.
When
confiscating a student’s mobile phone, you
need to be careful not to compromise your
personal safety and professional integrity.
You should not access the content of the

mobile phone or store it in your desk or
cupboard. The phone must be taken to the
principal immediately.

Breaching Confidentiality of Information
In terms of your employment with the
Department, breaches of confidentiality are also
recognised as high-risk areas when using the
Department’s computers.
In most cases, breaches of confidentiality
amount to misconduct and may result in
disciplinary action.
In particularly serious
cases, misuse of confidential information
gained through your employment can also
result in being referred to an external agency
for investigation, and may ultimately result in
criminal proceedings (see below references).
To ensure compliance with statutory and
procedural requirements, you must ensure you:
• do not share passwords when using the
Departments’ computers
• do not breach confidentiality
• take care to safeguard data
• do not disclose official information without
authorisation.
You also need to take particular care with USB
devices which store school data. Extreme
caution should be used when transmitting
media files by applications such as email or
Bluetooth.
Emails received in the course of your
employment are considered a public record and
may be subject to retention in accordance with
the Department’s Record Keeping Plan.
Schools are encouraged to have clear
guidelines for the use and management of
electronic communications including those
directly with parents/guardians and students.

Duty of Care towards Students
The Duty of Care for Students policy is relevant
to the supervision of students engaging with
social media technologies when in a teaching
and learning environment.
All teaching staff have a duty to take
reasonable care for the safety and welfare of
students while students are involved in school
activities. The duty is to take such measures as
are reasonable to protect students from risks of

harm that reasonably ought to be foreseen and
against which preventative measures can be
taken.
Students need to be protected from exposure to
inappropriate material and need to know how to
adopt protective online behaviours.
They
should also be taught explicitly how to minimise
the risks.
You can access online education resources
through the Cybersmart Schools Gateway.
Online education for students incurs various
risks including:
• access to inappropriate or restricted
materials
• cyber predators and cyber bullying
• inappropriate behaviour by a student arising
from the imagined anonymity when seated in
front of a computer
• commercial exploitation of students while on
the internet through advertising
• breach of copyright law through the
unlicensed downloading and use of material
from the internet
What can you do?
1. Have clear guidelines at your school for
managing and using email communication
that reflect the Telecommunications Use
policy.
2. Teach students explicitly how to minimise
the risks associated with inappropriate
material.
3. Ensure students know how to adopt
protective online behaviour such as guarding
passwords, protecting personal identity
information and being cautious about
uploading photos.
4. Have appropriate policies in place for web
applications and devices such as mobile
phones.
5. Be mindful of the guidelines for school
websites about the publication of images and
copyright.
In particular ensure prior
parent/guardian and Principal consent before
photos of students are placed on any
internet or the Department’s intranet site.
6. Refer to the Students Online policy which
has sample templates for the acceptable use
of Department online services including the
use of photos.

7. Promptly report instances of illegal or
inappropriate use of social media to the
Standards and Integrity Directorate.
Top tips:
If you remain unsure of your
obligations when using social media, seek
advice from the Standards and Integrity
Directorate on 1800 655 985.
For assistance in developing localised safe use
policies and practices for online applications as
part of your teaching program, please contact
the Department’s E-Schooling Services team.
E-Schooling Services
T:
E:

9264 4332
E-Schooling@education.wa.edu.au

T:
E:

(08) 9264 4934 or 1800 655 985
SID.PET@education.wa.edu.au

Useful Websites
Office
of
the
Commissioner

Children’s

eSafety

Resources and practical advice allowing
children and parents to enjoy the online world.
W:

esafety.gov.au

Think u know – Australia
Risk factors associated with online computer
use for children from an Australian perspective.
W:

thinkuknow.org.au

Conclusion
When facing any ethical dilemma involving the
use of social media, first consider the three-way
test Stop, Think, and Act.
1. Stop
• Am I feeling comfortable with the
situation?
• Are my actions legal and consistent with
policies?
• Am I doing the right thing?
2. Think
• How would others judge my actions?
• How could my actions impact on others?
• Would my action stand up to scrutiny by
the Department or the public?
• Should I discuss this with someone else?
3. Act
• All things considered, what am I going to
do?

Prevention and Education Team

Australian
Authority

Face to face presentations can be conducted
by a Consultant from the Prevention and
Education Team or resources can be provided
to host your own presentation and discussion
within your workplace. For bookings or any
other information contact:

and

Media

Responsible for the regulation of broadcasting,
internet,
radio
communications
and
telecommunications.
W:

acma.gov.au

Kids Helpline
Counselling service for young children.
W:

kidshelp.com.au

Bullying No Way
Working to make every learning environment
free from bullying.
W:

bullyingnoway.gov.au

Reach Out
Helping young people through tough times.
W:

The Prevention and Education Team are part of
the Standards and Integrity Directorate and
offer a Social Media presentation which can be
tailored for specific requirements of individual
schools and other workplaces.
These
presentations highlight fundamental issues and
key risks for staff when using social media.

Communications

reachout.com.au

Think u know – UK
Risk factors associated with online computer
use for children.
W:

thinkuknow.co.uk

Childnet Resources
Helping to make the internet a great and safe
place for children.
W:

childnet.com

